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Abstract

While datamining algorithmsareoften designedto operateon centralizeddata,in prac-

tice datais oftenacquiredandstoredin a distributedmanner. Centralizationof suchdata

beforeanalysismay not be desirable,andoften not possibledueto a variety of real-life

constraintssuchassecurity, privacy andcommunicationcosts.This paperpresentsa gen-

eralframework for distributedclusteringthattakesinto accountprivacy requirements.It is

basedon building probabilisticmodelsof thedataat eachlocal site,whoseparametersare

thentransmittedto acentrallocation.Wemathematicallyshow thatthebestrepresentative

of all the local modelsis a certain“ mean”model,andempirically show that this model

canbeapproximatedquitewell by generatingarti�cial samplesfrom thelocal modelsus-

ing samplingtechniques,andthen�tting a global modelof a chosenparametricform to

thesesamples.We alsoproposea new measurethat quanti�es privacy basedon informa-

tion theoreticconcepts,andshow thatdecreasingprivacy improvesthequalityof theglobal

modelandviceversa.Empiricalresultsareprovidedondifferentkindsof datato highlight

thegeneralityof our framework. Theresultsshow thathigh quality globalclusterscanbe

achievedwith little lossof privacy.
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1. Intr oduction

Extractingusefulknowledgefrom large,distributeddatarepositoriescanbeaverydif®cult taskwhen

suchdatacannotbe directly centralizedor uni®edasa single®le or databasedueto a variety of con-

straints.As in muchof parallelprocessing,earlywork on distributeddatamining largely focusedmore

on technicalconstraintssuchas limited communicationbandwidthor centralstorage.More recently,

therehasbeenan emphasison obtaininghigh quality information from distributedsourceswhile si-

multaneouslyadheringto restrictionson the nature of the datato be shared,dueto dataownershipor

privacy issues.Much of this work is appearingunderthemoniker of “privacy-preservingdatamining”.

In theclusteringcontext, a prototypicalprivacy-sensitiveapplicationscenariois onein which thereare

multiplepartieswith con®dentialdatabasesandthegoalis to clustertheentiredistributeddata,without

actually®rst poolingthis data.For example,thepartiescanbea groupof banks,with their own setsof

customers,who would like to have a betterinsight into thebehavior of theentirecustomerpopulation

withoutcompromisingtheprivacy of their individualcustomers.

Datamining techniquesthat focuson privacy have largely taken oneof threeapproaches:(i) query

restrictionto solvetheinferenceproblemin databases(FarkasandJajodia,2002)(ii) subjectingindivid-

ual recordsor attributesto a “privacy preserving”randomizationoperationandsubsequentlyrecovering

theoriginal data(Agrawal andAggarwal, 2001),(iii) usingcryptographictechniquesfor two-partyor

multi-partycommunications(Pinkas,2002).The®rst methodis dif®cult andmanuallyintensive,while

the latter two approachesare largely restrictedto vectordataand involve high communicationcosts.

Moreover, recentresearch(Karguptaetal., 2003)shows thatrandomizationoperationsdo not necessar-

ily preserveprivacy astheoriginaldatacanbesubstantiallyrecoveredusingspectral®ltering techniques.

Therehasbeensomework on distributedclusteringfor vertically partitioneddata, whereindifferent

sitescontaindifferentattributes/featuresof a commonset of records/objects(JohnsonandKargupta,

1999),andon parallelizingclusteringalgorithmsfor horizontallypartitioneddata, i.e, the objectsare
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distributedamongthesites,which recordthesamesetof featuresfor eachobject(Dhillon andModha,

1999;TasolisandVrahatis,2004).Of these,the distributedclusteringtechniquesproposedearlierdo

not speci®callyaddressprivacy issueswhereastherecentlyproposedprivacy-sensitiveclusteringtech-

niquesarebasedon privacy requirementswith limited practicalapplicability. In particular, theprivacy-

preservingclusteringtechniqueproposedin (VaidyaandClifton, 2003)is basedonthesecuremulti-party

computationnotionof privacy andrequireshighcommunicationcostsbesidesbeingvulnerableto collu-

sion.Similarly, in theclusterensemblesframework (StrehlandGhosh,2002),thefundamentalprivacy

constraintis thatthelocal sitesparticipatingin thedistributedclusteringcanshareonly thelocal cluster

labelsandtheidenti®ersof theindividualobjects,which is usefulfor concealingproprietaryalgorithms,

but not necessarilythe individual objectsthemselves.Another recentlyproposedtechniquebasedon

samplinglocal densityestimates(Klusch et al., 2003) focuseson a privacy requirementthat involves

minimizing thenumberof datasamplessharedby thelocalsites.

In this paper, we presenta generalframework for clusteringhorizontallydistributeddataunderan

informationtheoreticprivacy constraint,whereneithertheclusterlabelsnor a subsetof the individual

recordscanbe be shared.The basicmotivation is that thereis an (unknown) underlyingdistribution

thatrepresentsthecommonalitiesamongthedifferentdatasourcesandidentifying this distributioncan

provideusefulinformationthatis validatedby all thedatasources.Notethatthisunderlyingdistribution

is not necessarilya gooddescriptorof a speci®ccontributing source,sinceeachdatasourcemayhave

a differentbias.Thefundamentalideaproposedin this work is that it is possibleto learntheglobalun-

derlyingdistributionby combininghigh-level informationfrom thedifferentsourcesinsteadof sharing

individual records.A globalmodelbuilt in thismannercanthenbetransmittedto eachof thelocalsites

andusedfor partitioningthelocal data.

Wemakethreemaincontributions.First,we introduceaprivacy preservingframework for distributed

clusteringthat is applicableto a wide varietyof datatypesandlearningalgorithms,solong asthey can

provide a generative model (Ghosh,2003).In this framework, the partiesowning the individual data
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sourcesindependentlytraingenerativemodelsonthelocaldataandsendthemodelparametersto acen-

tral combinerthatintegratesthemodels.This limits theamountof interactionsbetweenthedatasources

andthecombinerandenablesusto formulatethedistributedclusteringproblemin a generalaswell as

tractableform. Second,we presentthe ideathat it is possibleto obtainef®cient solutionsto optimiza-

tion problemsbasedon generative modelsby formulatingapproximateversionsof theproblemsusing

samplingtechniques,whichcanin turnbesolvedusingexisting learningalgorithms.Weapplythis idea

to the speci®cproblemof distributedclusteringto develop EM basedalgorithmsthat areguaranteed

to asymptoticallyconverge to a locally optimalglobalmodel.Finally, we proposea measurefor quan-

tifying privacy basedon ideasfrom informationtheory, which allows us to formalize the problemof

obtaininga local modelgiventheprivacy constraints.

A wordaboutthenotation:Setssuchas
�������������	�
����


areenumeratedas
������


�

�����

. Probabilitydensity

functionsof a parametricmodel � is denotedby ��� . Expectationof functionsof a randomvariable
�

following adistribution � aredenotedby ������� �

�"!

or �#�$�

�%!

.

2. Distrib uted Model-basedClustering

Considera scenariowheretheover-riding privacy constraintis that informationaboutindividual ob-

jectsor ”records”suchasthefeaturevaluesor theclusterlabels,cannotbesharedwith anothersite.It is,

therefore,necessaryto describethedataby modelingthefeaturedistributionsacrossmultiple recordsin

suchawaythatthespeci®csof aparticularrecordareobscured.To makethisproblemtractable,wecon-

siderthecasewheretherecordshavethesamesetsof featuresateachsite.Thissuggestsanapproachof

building modelslocally andthencombiningthemat a centrallocationto obtaina moreaccuratemodel

(Chanet al., 1996;Yamanishi,1998).Theadvantageof this approachis that it enableseasyanalysisof

privacy andcommunicationcostsin termsof thelocalmodelthatis sharedwith thecentrallocation.The

key is to characterizethedataateachsiteusingasuitableprobabilistic(generative)model,andtransmit

only themodelparametersto a centralsite,where“virtual samples”canbenow generatedusingMonte
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CarloMarkov Chain(MCMC) samplingtechniquesandusedto form acombinedmodel.Sincegenera-

tive modelsareavailablefor a wide rangeof datatypes,from vectorsto variablelengthsequencesand

graphs(Cadezet al., 2000;ZhongandGhosh,2003),this approachis quite generalandapplicableto

complex data.This alsodistinguishesour work from techniquesthatareapplicableonly to vectordata,

for example,thosethatcombinemultiplek-meanssolutions(Fayyadetal., 1998;FredandJain,2002).

Sinceanimportantgoalof datamining is to obtainhighly interpretableresults,we restrictour search

for theoptimalglobalmodelto thesetof all mixturemodelsbasedon a givenparametricfamily (e.g.,

mixtureof Gaussians). Wecall theresultingsearchproblemof ®ndingthehighestqualityglobalmodel

within this family of modelsthe Distrib uted Model-basedClustering (DMC) problem(Ghoshand

Merugu,2003;MeruguandGhosh,2003)andstateit moreformally below.

Let
�'&(�)


�

�����

be * horizontallypartitioneddatasourcesgeneratedby a commonunderlyingmodel �	+ .

Let
�

�

�)


�

�,���

be the local modelsobtainedby applyingclusteringalgorithmsto thesedatasourcesand
�'-��)


�

�����

benon-negative weightsassociatedwith the local modelsbasedon their importanceor on the

sizeof thecorrespondingdatasources.Theobjectiveof theDMC problemis to obtaintheoptimalglobal

model �/.

0 belongingto a givenfamily of models1 , i.e., �2.

0436587:9�;=<?>

��@BA�C

DFE

�

0BG

�

where
DFE

�

G is themodel

qualitycostde®nedin termsof thelocal modelsandtheir weights.

2.1. ModelrepresentationandQuality

We representtheclusteringmodels, i.e., generative modelsproducedby theclusteringalgorithmsin

termsof their probabilitydensityfunctions,i.e., themodel � is speci®edby �:�

E

�

G

3IHKJ L

���$M
L

�

���

E

�ONQP

G

�

where ���

E

�

G is the probability densityfunction,
�

M
L

�




J

L

���

are the clusterpriors,
�

���

E

�ONRP

G




J

L

���

are the

clusterdensitiesand S is the numberof componentsor clusters(which could vary for eachclustering

model).This leadsto a systematicapproachfor combiningthemodelsthat is independentof the local

clusteringalgorithms.
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A naturalde®nitionfor thequality cost,
DUTVE

�

G , for a globalmodel,is simply the“ distance”from the

underlyingtrue model � + , i.e.,
DWTVE

�

0BG

3YX

E

� +

�

�

0ZG

�

where X

E

�[���

G is a suitabledistancemeasurefor

models.Since ��+ is not known, we insteadconsiderthedifferentlocal models
�

�

�)


�

�����

asestimatorsof

��+ with weights
�'-\�)


�

�,���

andde®nethequality costfunction in termsof theaveragedistancefrom the

localmodels,i.e.,
DFE

�

0BG

3 H

�

�,���

-��

X

E

�

�)�

�

0ZG

�

where H

�

�����

-\�

3^] .

Metricsbasedon thenormsof densityfunctionssuchasthe _

�

distanceandthesquared_a` distance

andKL-divergencearecommonlyusedfor comparinga pair of generative models.In particular, the

KL-divergencebetweenmodels�

�

and ��` is givenby

Xcbed

E

�

�f�

��`

G

3hg

_

E

����i�jk����l

G

3nm

��o

i�p[q
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��� l

E
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E

�

�
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iwp[q

9

����l

E

�

G (1)

where t

E

�

�

G is theentropy of thedistribution �/�
i

andthesecondtermcorrespondsto theaveragelog-

likelihoodof datageneratedfrom thedistribution �/�
i

with respectto ���
l
. Dueto this linearrelationship

with theaveragelog-likelihood,KL-divergencecanbeconsideredasthemostnaturalcomparisonmea-

surefor generativemodels.It is alsoawell-behaved,differentiablefunctionof themodelparametersand

hasbetterconvergencepropertiescomparedto theothermeasures.Hence,we optimizethequality cost

basedon KL-divergenceandusetheothermeasuresonly for secondaryevaluationof theexperimental

results.

2.2. DMC Algorithm

We®rstposetheDMC problemasanoptimizationproblem,presentanapproximationusingsampling

techniquesandthen,proposea practicalalgorithmto ef®ciently addressthis approximateproblem.The

objectiveof theDMC problemis to obtainaglobalmodel �

0 belongingto aparticularparametricfamily

1 suchthatthequality costfunction
DFE

�

G basedon KL-divergenceis minimized,i.e.,

�

.

0
3n5'7
9�;x<[>

�
@

AyC

DFE

�

0BG

3z587
98;=<?>

�
@

A�C

�

{

�����

-\�

Xcbed

E

�

�|�

�

0ZG

�

(2)
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Algorithm 1 DMC Algorithm
Input: Setof models}•~

�)€

�

�����

with weights }y•

�)€

�

�����

summingto 1, Mixture modelfamily ‚ .

Output: ~�ƒ

0#„†…�‡Zˆ\‰‹Š•Œ

��@BA�C Ž

�

�����

•

�••

bed�‘

~

��’

~

0:“

Method:

1. Obtainmeanmodel ”~ suchthat •�–

�

‘[—

“™˜

�

š

�����

•

�

•

�f›

‘[—

“:œ

2. Generate
”

•

˜

}

—8ž

€fŸ

ž

���

from meanmodel, ”~ usingMCMC sampling.

3. Apply EM algorithmto obtaintheoptimalmodel, ~�ƒ

0 , suchthat

~

ƒ

0

˜

…�‡Zˆ\‰4…• 

� @ A�C ¡

‘

”

•

’

~

0B“™˜

…�‡Zˆ\‰‹…• 

� @ AyC ¢

£

Ÿ

š

ž

���$¤,¥

ˆ ‘

•

� @

‘[—�ž

“k“:œ

where
�

�

�)


�

�,���

arethelocalclusteringmodels.Thisproblemcanbesimpli®edusingthefollowing result.

Theorem 1
�

Givena setof models
�

�

��


�

�����

with weights
�'-\�|


�

�����

summingto 1, thenfor anymodel �

0 ,

whosesupportsetincludesthesupportsetsof
�

�

��


�

�����

`

�

{

�����

-\�

g

_

E

���f›�jk���
@

G

3

�

{

�����

-��

g

_

E

���f›�jk�

–

�

G	¦

g

_

E

�

–

�

jk���
@

G

�

where §� is such that �

–

�

E

�

G

3
H

�

�����

-\�

���f›

E

�

G .

Applying the above theorem,we seethat the cost function in (2) is equal to H

�

�����

-\�

Xcbed

E

�

�|�

§
�

G¨¦

Xcbed

E

§
�

�

�

0ZG�© The®rst termis independentof �

0 andhence,optimizingthecostfunctionin (2) is equiva-

lent to minimizingKL-divergencewith respectto themeanmodel §� . In theabsenceof constraintson �

0 ,

theoptimalsolutionis just themeanmodel
§

� , asKL-divergenceis alwaysnon-negative andzeroonly

whenboththeargumentsareequal.

Themeanmodelalsohasthefollowing niceproperty, which follows from Jensen's inequality.
�

This resultis true for a classof functionscalledBregmandivergences(Azoury andWarmuth,2001;Banerjee

etal., 2004)of whichKL-divergenceandsquared
¡

` distanceareparticularcases.
` This ensuresthattheKL-divergencemeasureis well de�ned.
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Theorem 2 Givena setof models
�

�

�)


�

�����

with weights
�'-\�)


�

�����

summingto 1 andthetrue ª model � + ,

X

E

�

+

�

§�

G(«

�

{

�����

-��

X

E

�

+

�

�

�

G

�

where §� is such that �

–

�

E

�

G

3 H

�

�,���

-��

���f›

E

�

G and X

E

�[���

G is anydistancefunction ¬ that is convex in the

densityfunctionof thesecondmodel.

Sincethetruemodel ��+ is unknown, it is not possibleto ®nd out which of themodels
�

�

��


�

�����

is more

accuratein termsof the ideal quality cost function
D�TVE

�

G . However, from the above theorem,onecan

guaranteethat the meanmodel will always provide an improvementover the averagequality of the

availablemodels.Themeanmodelis thusagoodchoicein termsof both
DFE

�

G and
D4TVE

�

G , but it mightnot

bea very interpretablemodelasit couldhavea largenumberof overlappingcomponents.For example,

if thereare5 local models,eachbeinga mixture of 3 Gaussians,thenthe meanmodelwill consistof

15 possiblyoverlappingcomponents,which might not bedesirablewhenwe needa smallernumberof

disjoint clusters,asis usuallythecase.In general,it is moreappropriateto requirethecombinedmodel

to belongto a speci®edparametricfamily 1 , e.g.,thefamily of all mixturesof 3 Gaussians.Therefore,

we ®nd themodelin 1 that is closestto themeanmodelin termsof KL-divergence.FromTheorem2,

this is alsotheexactsolutionto theDMC problem(2).

�

.
0(3h587:9�;=<?>

�
@

A�C

Xcbed

E

§
�

�

�

0ZG (3)

Thenew optimizationproblem(3) is dif®cult to solve directly usinggradientdescenttechniquessince

closedform expressionsof theobjectivefunctiondonotexist for mostgenerativemodels.Therefore,we

poseanapproximateversionof theaboveproblemandsolveit via Expectation-Maximization(Dempster

et al., 1977).Let
§

&

3

���

ž




Ÿ

ž

���

bea datasetobtainedby samplingfrom themeanmodel.Considerthe

ª

This resultis truefor any model ~

+

andis provedin thegeneralform in theAppendix.

¬

Examplesof distancefunctionsthat areconvex in the densityfunction of the secondargumentincludeKL-

divergence,
¡

�

distanceandsquared
¡

` distance.
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problemof ®ndingthemodel �

ƒ

0®­

1 thatmaximizestheaveragelog-likelihoodof thedataset
§

&

, i.e.,

;=5V¯

� @ A�C

_

E

§

&°�

�

0ZG

3z;=5V¯

� @ AyC

]

±

Ÿ

{

ž

���

p?q

9

E

��� @

E

�

ž

G:G

�

(4)

where _

E

§

&°�

�

0ZG is the averagelog-likelihoodof §

&

with respectto �

0 . As the size of the dataset §

&

goesto ² , theaveragelog-likelihoodconvergesto thecrossentropy betweenthedensities�

–

�

and ��� @ ,

i.e., ³	´

Ÿeµ·¶

_

E

§

&°�

�

0ZG

3

³¸´

Ÿeµ·¶

�

��A

–

¹

�

p[q

9

E

��� @

E

�

G:G

!

3

�W�����\º

o

�

p[q

9

E

��� @

E

�

G
G

!

© Now, the crossentropy between

any two densitiesis linearly relatedto the KL-divergencebetweenthem, i.e., �4�����\º

o

�

p?q

9

E

��� @

E

�

G
G

!

3

t

E

§�

G(u

Xcbed

E

§�

�

�

0ZG

�

where t

E

§�

G is the entropy of the meanmodelandis independentof �

0 . Hence,

maximizing the crossentropy with respectto the meanmodel is equivalent to minimizing the KL-

divergencewith respectto the meanmodel.The approximateproblem(4), therefore,convergesto the

DMC problem(3) asthesizeof
§

&

goesto ² .

Viewing (4) asa maximum-likelihoodparameterestimationproblemleadsto Algorithm 1. Themain

idea is to ®rst generatea dataset §

&

following the meanmodel §� , usingMCMC samplingtechniques

(Neal,1993)suchasthe Gibbssamplingmethodandthen,apply the expectationmaximization(EM)

algorithm(Ghosh,2003)for mixture estimationto this datasetto obtaintheclusteringmodel �

ƒ

0
­

1

that maximizesits likelihoodof being observed. The resultingmodel �

ƒ

0 is a local minimizer of the

approximateproblemandnotnecessarilythesameasthesolution �
.

0 of theoriginalunsupervisedDMC

problem(2). However, it is guaranteedto asymptoticallyconverge to a locally optimal solutionasthe

sizeof
§

&

goesto ² . In practice,one can usemultiple runs of the EM algorithm and pick the best

solutionsothattheobtainedmodelis closeto thegloballyoptimalmodel.

3. PrivacyCosts

In this section,we quantify theprivacy costusingideasfrom informationtheoryandalsoshow that

thereis aninverserelationbetweentheprivacy of thelocalmodelsandthequalityof themeanmodel.We

proposethat theprivacy, »

E

�™�

�

G of anobject
�

givena model � bede®nedin termsof theprobability
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of generatingthe dataobject from the model.The higherthe probability, the lower the privacy. More

speci®cally, noting that the reciprocalof the probability is relatedto uncertainty(Cover andThomas,

1991),we have »

E

�™�

�

G

3

E

���

E

�

G
G½¼

�

, where ��� is the probability densityfunction of the generative

model � sothatprivacy correspondsto theuncertaintyin predictingtheoriginaldatafrom themodel.

For vectordata, »

E

�™�

�

G

3¾] implies that
�

canbe predictedwith the sameaccuracy asa random

variablewith a uniform distribution on a ball of unit volume.Further, »

E

�™�

�

G

3I¿ , (i.e., �2�

E

�

GWÀ

² )

and »

E

�™�

�

GÁÀ

² (i.e., ���

E

�

G

3 ¿ ) correspondto the situationswherewe have perfectprediction

accuracy andperfectprivacy respectively. We cannow de®netheprivacy, »

E

&°�

�

G of a dataset
&

with

respectto themodelassomefunctionof theprivacy of theindividualdataobjects.Thegeometricmean

hasaniceinterpretationasthereciprocalof theaveragelikelihoodof thedatasetbeinggeneratedby the

model,assumingthattheindividualsamplesarei.i.d., i.e.,

»

E

&Á�

�

G

3

r·Â

��A
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���

E

�

G

sÄÃ

i

Å Æ�Å

3ÈÇ É

¼

i

Å ÆwÅ
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Ì
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l
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o

É

��Ð?Ð

©

A higherlikelihoodof generatingthedatasetfrom themodelimpliesa lower level of privacy. For ex-

ample,considervectorspacedatabeingmodeledby a mixture of Gaussians.A highly detailedmodel

with Gaussiansof vanishingvariance,centeredat eachof thedataobjectsgivesaway theentiredataset

andhasnoprivacy. This is to beexpectedastheprobabilitydensity�2�

E

�

G goesto ² , for all dataobjects
�

­

&

makingtheprivacy measurego to ¿$Ñ . On theotherhand,a verycoarsemodel,saywith a single

Gaussianof highvariancehasa low likelihoodof generatingthedataandhence,hasahighprivacy.

Intuitively, if the local modelsaremoredetailed,the combinedmodelcanbe improved at the cost

of decreasedprivacy. In particular, thereis anasymptoticlinearrelationbetweentheaveragelogarithm

of privacy (log-privacy) of the local modelsandthe quality of the optimal meanmodel.Considerthe

local datasets
&#�

3

�����

ž




Ÿ

›

ž

���

�

]

«ÓÒÔ«

* . The dataobjects
�����

ž




Ÿ

›

ž

���

can be consideredto be i.i.d.

randomvariablesfollowing the unknown true model �2+ . Hence,the log-privacy valuesof the objects

w.r.t. the correspondinglocal model
P��

žÕ3

p[q
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»
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���
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�

�
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u

p[q

9
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arealsoi.i.d.
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randomvariableswith mean,Ù

3

�®�����

oBÚ

�

u

p[q

9

E

���f›

E

�

G:G

!

, i.e., negativecrossentropy of �

�

w.r.t. � + . By

de®nition,the log-privacy of the local dataset
& �

w.r.t. thecorrespondinglocal model �

�

denotedby §

PU�

is just the meanor the empiricalaverageof the log-privacy valuesof the individual objects.From the

weaklaw of large numbersandChebyshev inequality(Papoulis,1984),the empiricalaverage §

Pw�

(i.e.,

log-privacy of
&#�

w.r.t. �

�

) convergesto the mean Ù (i.e., crossentropy of �

�

w.r.t. �

+

) in probability

whenthesizeof thelocal dataset±
�

tendsto ² . Applying thesameargumentfor eachdatasource,we

®nd that theaveragelog-privacy of thedatasetsw.r.t. the correspondinglocal modelsconvergesto the

averagecrossentropy betweenthelocalmodelsand �

+

. Further, thisaveragecrossentropy is identicalto

thecrossentropy betweenthemeanmodeland �

+

, which in turn is linearly relatedto theKL-divergence

betweenthem,i.e., thequality of themeanmodel.Hence,astheprivacy of the local modelsincreases,

the quality of the meanmodel,which is the optimal unconstrainedmodel,alsogoesup. On the other

hand,whentheprivacy of thelocal modelsdecreases,themeanmodeltendsto bemoreaccurate.

4. Experimental Evaluation

In this section,we provide empiricalevidencethat for a reasonableglobal samplesizeandprivacy

level, the global model obtainedthroughthe DMC algorithm is betterthan the best local model for

differenttypesof datanotonly in termsof KL-divergence,but alsofor otherdistancemeasures.Wealso

presentresultsthatshow how theprivacy andqualitycostsvarywith thelocalmodelresolution.

4.1 DatasetsandLearningAlgorithms

We performedexperimentson four differenttypesof data(shown in Table 1), which includefour

arti®cialdatasetsandonerealdataset(pendigits) from theUCI repositoryBlakeandMerz(1998).

Arti®cial datawaspreferredsincethe true generative model is known, unlike in the caseof real data,

andonecanperformcontrolledexperimentsto betterunderstandalgorithmicproperties.However, for
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Table1

Detailsof generative modelsanddatasets.

Data Type Model Type #Dim/Seq. Total Data #Sites #Clusters

Length Size

Vector Gaussian 8 5000 5 5

Vector pendigits1-2

SphericalGaussian 16 10992 5 10

DirectionalVector vonMises-Fisher 100 5000 5 5

Discrete DiscreteHMM

sequence 5 states,4 symbols 30 1000 5 5

Continuous Cont.HMM

sequence 5 states,4 mixtures 30 600 3 5

thesakeof stresstesting,wealsoevaluatedourmethodonrealdataby estimatingthequalitywith respect

to a centralizedmodellearnedafterpoolingall thedata.Thearti®cial datasetsweregeneratedfrom an

appropriatemixturemodelby samplingindependentlyusingMCMC techniques.Eachof thesedatasets

was then divided equally among®ve local sitesand local clusteringmodelswere trainedusing the

individualpartitions.In thecaseof pendigits dataset,wecreatedtwo differentkindsof partitionings.

In the ®rst partitioning(pendigits1 ), eachsite hasa datasetwith equalclassdistribution (10%for

eachclass)whereasin the secondpartitioning(pendigits2 ), eachsite hasa datasetwith unequal

classdistribution (20 % for two classesand7.5%eachfor the rest).The datasetscanbe downloaded

from http://www.lans.ece.utexas.edu /˜sr ujana /gen cl/da ta .

To performclustering,weusetheappropriateEM basedmixtureestimationalgorithms.In particular,

the EM algorithmsemployed for the Gaussianmodels,von Mises-FishermodelsandHiddenMarkov

modelsarebasedon Dempsteret al. (1977),Banerjeeet al. (2003)andSmyth(1997)respectively. The

EM algorithmsat both the local and global level were run multiple times and the bestsolution was

12



chosensoasto reducetheprobabilityof gettingstuckin local minima.

4.2 PerformanceMetrics

For eachsetting,we computedtheprivacy costsof thelocal modelsandtheidealquality costsbased

on the variousdistancemeasuresmentionedin section2. For the arti®cial datasets(Figures1, 4 and

5), the distancemeasuresarewith respectto the true generative modelwhereasfor the pendigits

dataset(Figures2 and3), thedistancemeasuresarewith respectto thecentralizedmodel.We compare

the performanceof our method(global ) with the average(average ), best(minimum ) andworst

(maximum) of the variouslocal models,the meanof the local models(mean), and the centralized

model(centralized ).

4.3 ResultsandDiscussion

We ®rst studiedthe performanceof our distributed clusteringalgorithmson the Euclideanvector

datasetsfor differentchoicesof globalsamplesizeandlocal modelresolution.Basedon theseexperi-

ments,wechosegoodvaluesfor theglobalsamplesizeandmodelresolutionandappliedouralgorithms

to differentdatatypes.

4.3.1 Variation of GlobalModelQualitywith Samplesize

An importantstepin our model-basedlearningapproachis choosingtheglobalMCMC samplesize.

Theoreticalresultsindicatethat the quality of modeltendsto improve asthe samplesizeincreasesto

² . In orderto testthishypothesis,weranouralgorithmmultiple timesontheEuclideanvectordatasets

(arti®cial and pendigits1 ) changingonly the global samplesize.Figures1 and 2 show how the

quality of the differentmodelsvarieswith the samplesize.The quality of the global model steadily

13
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Fig. 1. Variationof globalmodelqualitywith samplesizefor arti�cial Gaussiandata. Theerrorbarsindicatethe

std-deviation over10 trials.
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Fig. 2. Variationof globalmodelquality (w.r.t centralizedmodel)with samplesizefor pendigits1 .

improveswith thenumberof global samples.Whenthesamplesizeincreasesto thatof the combined

sizeof all thedatasources,theglobalmodelis betterthaneventhebestof thelocalmodels.
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Fig. 3. Variationof globalmodelquality (w.r.t centralizedmodel)with samplesizefor pendigits2 .

4.3.2 GlobalModelQualitywith varyingLocalModelBias

Figure3 shows theperformanceof our methodon thependigits2 datasetswhereeachlocal site

hasa differentbias.In this case,all themodels(i.e., local models,globalmodelandmeanmodel)have

higher quality costscomparedto ®gure 2 whereall the local siteshave the sameclassdistribution.

However, the performancegainsof the global and the meanmodel over the individual local models

aresigni®cantlyhigherthanin ®gure2, which suggeststhat our techniquewould performbetterwith

increasein thediversityof thelocal datasets.

4.3.3 Variation of PrivacyandQualitycostwith ModelResolution

Another signi®cantaspectof our framework is the trade-off betweenprivacy restrictionsand the

quality of the combinedmodelobtained.This trade-off canbe controlledby picking a suitablemodel

resolution,e.g.,numberof clusters.Figure4 shows thevariationof theaveragelog-privacy andquality

costwith the numberof clustersin the local modelsfor arti®cial Euclideanvectordatasets.From the

plots,wenotethattheaveragelog-privacy aswell asthequalitycostsdecreaseasthenumberof clusters
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Fig. 4. Variationof privacy andglobalmodelqualityw.r.t basemodelresolution.

increases.At a thousandclusters/location(i.e. oneclusterperpoint) thereis maximumlossof privacy,

but becauseof thenaturalclustersin thedata,comparableclusterquality canbeobtainedmuchbefore

this limiting value,i.e.,ata muchsmallerprivacy cost.

4.3.4 Qualityof GlobalModelfor differentdatatypes

We alsoappliedour learningalgorithmsto differentdatatypesto illustratethegeneralityof our ap-

proach.For a fair comparison,we chosetheglobalsamplesizeto beequalto thecombinedsizeof all

thedatasourcesandthemodelresolutionof the local modelsto bethesameasthatof the truemodel.

Figure5 shows the quality of the differentmodelsfor all four datatypes.In all the cases,the global

modelperformsbetterthanthebestlocalmodel.Moreover, theglobalmodelquality is in generalcloser

to thequalityof thecentralizedmodelthantheaveragequalityof thelocal models.
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1: GLOBAL, 2: AVERAGE, 3: MINIMUM, 4: MAXIMUM, 5: MEAN, 6: CENTRALIZED

Fig. 5. Global modelquality for different typesof data.The rows 1-4 correspondto the resultson the arti�cial

vector, directional,discreteandcontinuoussequencedatarespectively. Thewhitebarrepresentstheaveragevalue

andtheerrorbarsrepresentsthestandarddeviationover 10 trials.

5. Concluding Remarks

We presenteda privacy preservingframework for distributedclusteringthat is applicableto a wide

variety of datatypesandalgorithms,so long as they can provide a generative model.Our approach

is basedon obtaininga global model from “virtual samples'generatedfrom the local modelsusing

MCMC samplingtechniques.We alsoproposedpracticalalgorithmsfor distributedclusteringbasedon

thisapproach.Surprisinglygoodresultsareobtainedwith low communicationoverheadeventhoughthe

sharingrestrictionsarerathersevere.Furtherstudiesof distributeddatamining for awider rangeof data
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analysisgoals/proceduresandinformationsharingrestrictionsarewarrantedin orderto unearththefull

potentialof thisemergingpatternrecognitionarea.
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B Proof of Theorem 2

From Jensen's inequality, we have for any convex function Ý
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