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Abstract

While datamining algorithmsare often designedo operateon centralizeddata,in prac-
tice datais often acquiredandstoredin a distributed manner Centralizationof suchdata
beforeanalysismay not be desirable and often not possibledueto a variety of real-life
constraintsuchassecurity privagy andcommunicatiorcosts.This paperpresentsa gen-
eralframework for distributedclusteringthattakesinto accountprivagy requirementslt is
basedn building probabilisticmodelsof the dataat eachlocal site, whoseparametergare
thentransmittedo a centrallocation.We mathematicallyshav thatthe bestrepresentate
of all the local modelsis a certain“ mean”model,andempirically shav that this model
canbe approximatedjuite well by generatingarti cial samplefrom thelocal modelsus-
ing samplingtechniquesandthen tting a global modelof a chosenparametricform to
thesesamplesWe alsoproposea nev measureghat quanti es privacy basedon informa-
tion theoreticconceptsandshav thatdecreasingrivacy improvesthequality of theglobal
modelandvice versa Empiricalresultsareprovided on differentkinds of datato highlight
the generalityof our frameawork. The resultsshav thathigh quality global clusterscanbe

achievedwith little lossof privagy.
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1. Intr oduction

Extractingusefulknowledgefrom large, distributeddatarepositoriecanbeavery dif®cult taskwhen
suchdatacannotbe directly centralizedor uni®ed asa single ®le or databaselueto a variety of con-
straints.As in muchof parallelprocessingearly work on distributeddatamining largely focusedmore
on technicalconstraintssuchas limited communicationbandwidthor centralstorage More recently
therehasbeenan emphasison obtaininghigh quality information from distributed sourceswhile si-
multaneouslyadheringto restrictionson the nature of the datato be shareddueto dataownershipor
privacgy issuesMuch of this work is appearinginderthe moniker of “privagy-preservingdatamining”.
In the clusteringcontext, a prototypicalprivagy-sensitve applicationscenarias onein which thereare
multiple partieswith con®dentialdatabaseandthe goalis to clusterthe entiredistributeddata,without
actually®rst poolingthis data.For example,the partiescanbe a groupof banks,with their own setsof
customersywho would like to have a betterinsightinto the behaior of the entirecustomermpopulation

without compromisinghe privacy of theirindividual customers.

Datamining techniqueghat focuson privagy have largely taken one of threeapproaches(i) query
restrictionto solve theinferenceproblemin database@~arkasandJajodia,2002)(ii) subjectingndivid-
ual recordsor attributesto a “privagy preservingrandomizatioroperationandsubsequentlyecovering
the original data(Agrawal and Aggarwal, 2001), (iii) usingcryptographidechniquedor two-party or
multi-party communicationgPinkas,2002).The ®rst methodis dif®cult andmanuallyintensve, while
the latter two approachesre largely restrictedto vectordataandinvolve high communicationcosts.
Moreover, recentresearct{Karguptaetal., 2003)shavs thatrandomizatioroperationslo not necessar

ily presere privacy astheoriginal datacanbesubstantiallyecoseredusingspectra®ltering techniques.

Therehasbeensomework on distributedclusteringfor vertically partitioneddata, whereindifferent
sitescontaindifferent attributes/feature®f a commonset of records/object¢Johnsonand Kargupta,

1999),andon parallelizingclusteringalgorithmsfor horizontally partitioneddata, i.e, the objectsare



distributedamongthe sites,which recordthe samesetof featuredor eachobject(Dhillon andModha,
1999; Tasolisand Vrahatis,2004). Of these the distributed clusteringtechniquegproposedearlierdo
not speci®callyaddresgrivacy issueswhereaghe recentlyproposedorivacgy-sensitve clusteringtech-
niquesarebasedon privacy requirementsvith limited practicalapplicability. In particular the privacy-
preservinglusteringtechniqgugroposedn (VaidyaandClifton, 2003)is basednthesecuremulti-party
computatiomotionof privagy andrequireshighcommunicatiorcostsbesideseingvulnerableto collu-
sion. Similarly, in the clusterensemble$ramenork (StrehlandGhosh,2002),the fundamentaprivacy
constrainis thatthelocal sitesparticipatingin the distributedclusteringcanshareonly thelocal cluster
labelsandtheidenti®ersof theindividual objects whichis usefulfor concealingoroprietaryalgorithms,
but not necessarilithe individual objectsthemseles. Another recently proposedechniquebasedon
samplinglocal densityestimategKlusch et al., 2003) focuseson a privagy requirementhatinvolves

minimizing the numberof datasamplesharedoy thelocal sites.

In this paper we presenta generalframework for clusteringhorizontally distributed dataunderan
informationtheoreticprivacy constraintwhereneitherthe clusterlabelsnor a subsewf the individual
recordscan be be shared.The basicmotivation is that thereis an (unknavn) underlyingdistribution
thatrepresentshe commonalitiesamongthe differentdatasourcesandidentifying this distribution can
provide usefulinformationthatis validatedby all thedatasourcesNotethatthis underlyingdistribution
is not necessarilya gooddescriptorof a speci®ccontributing source sinceeachdatasourcemay have
adifferentbias.Thefundamentaldeaproposedn this work is thatit is possibleto learnthe globalun-
derlyingdistribution by combininghigh-level informationfrom the differentsourcesnsteadof sharing
individualrecords A globalmodelbuilt in this mannercanthenbetransmittedo eachof thelocal sites

andusedfor partitioningthelocal data.

We malke threemaincontributions.First, we introducea privagy preservingramework for distributed
clusteringthatis applicableto a wide variety of datatypesandlearningalgorithms,solong asthey can

provide a generatre model (Ghosh,2003).In this framework, the partiesowning the individual data



sourcesndependentlyrain generatre modelson thelocal dataandsendthe modelparameterso acen-
tral combinerthatintegrateshe models.This limits theamountof interactiondetweerthe datasources
andthe combinerandenablesusto formulatethe distributedclusteringproblemin a generalaswell as
tractableform. Secondwe presenthe ideathatit is possibleto obtainef®cient solutionsto optimiza-
tion problemsbasedon generatre modelsby formulatingapproximateversionsof the problemsusing
samplingtechniqueswhich canin turn be solvedusingexisting learningalgorithms We applythisidea
to the speci®cproblemof distributed clusteringto develop EM basedalgorithmsthat are guaranteed
to asymptoticallycorverge to a locally optimal global model.Finally, we proposea measurdor quan-
tifying privacy basedon ideasfrom informationtheory which allows us to formalize the problemof

obtainingalocal modelgiventhe privagy constraints.

A word aboutthe notation:Setssuchas areenumerate@s . Probabilitydensity
functionsof a parametricmodel is denotedby . Expectationof functionsof a randomvariable

following adistribution aredenotedby or

2. Distrib uted Model-basedClustering

Considera scenariovherethe over-riding privagy constraints thatinformationaboutindividual ob-
jectsor "records”suchasthefeaturevaluesor theclusterlabels,cannotbe sharedvith anothessite. It is,
thereforenecessaryo describehedataby modelingthefeaturedistributionsacrosamultiple recordsin
suchawaythatthe speci®cf aparticularrecordareobscuredTo make this problemtractablewe con-
siderthe casewheretherecordshave the samesetsof featuresat eachsite. This suggestanapproactof
building modelslocally andthencombiningthemat a centrallocationto obtaina moreaccuratemodel
(Chanetal., 1996; Yamanishi,1998).The advantageof this approachs thatit enablessasyanalysisof
privacy andcommunicatiorcostsin termsof thelocal modelthatis sharedwith the centrallocation.The
key is to characterizéhe dataat eachsite usinga suitableprobabilistic(generatre) model,andtransmit

only themodelparameter$o a centralsite, where“virtual samples’canbe now generatedisingMonte



CarloMarkov Chain(MCMC) samplingtechniquesndusedto form a combinedmodel.Sincegenera-
tive modelsareavailablefor a wide rangeof datatypes,from vectorsto variablelengthsequenceand
graphs(Cadezet al., 2000; Zhongand Ghosh,2003),this approachs quite generaland applicableto

comple data.This alsodistinguisheour work from techniqueghatareapplicableonly to vectordata,

for example thosethatcombinemultiple k-meanssolutions(Fayyadetal., 1998;FredandJain,2002).

Sinceanimportantgoal of datamining is to obtainhighly interpretableesults we restrictour search
for the optimal globalmodelto the setof all mixture modelsbasedon a given parametridamily (e.qg.,
mixture of Gaussiany. We call theresultingsearchproblemof ®ndingthe highestquality globalmodel
within this family of modelsthe Distrib uted Model-based Clustering (DMC) problem(Ghoshand

Merugu,2003;MeruguandGhosh,2003)andstateit moreformally below.

Let be horizontallypartitioneddatasourceggeneratedy a commonunderlyingmodel
Let be the local modelsobtainedby applying clusteringalgorithmsto thesedatasourcesand
be non-ngative weightsassociatedavith the local modelsbasedon their importanceor on the
sizeof thecorrespondinglatasourcesTheobjective of the DMC problemis to obtaintheoptimalglobal
model belongingto a givenfamily of models , i.e., where is the model

guality costde®nedin termsof thelocal modelsandtheir weights.

2.1 Modelrepresentatiorand Quality

We representhe clusteringmodelsi.e., generatre modelsproducedby the clusteringalgorithmsin
termsof their probability densityfunctions,i.e.,themodel is speci®edoy
where is the probability densityfunction, arethe clusterpriors, arethe
clusterdensitiesand is the numberof component®r clusters(which could vary for eachclustering
model). This leadsto a systematia@approachHor combiningthe modelsthatis independenof the local

clusteringalgorithms.



A naturalde®nitionfor the quality cost, , for aglobalmodel,is simply the* distancefrom the
underlyingtrue model , i.e., where is a suitabledistancemeasurdor
models.Since is notknown, we insteadconsiderthe differentlocal models asestimatorof

with weights andde®nethe quality costfunctionin termsof the averagedistancefrom the

localmodels,.e., where

Metrics basedon the normsof densityfunctionssuchasthe  distanceandthesquared distance
and KL-divergenceare commonlyusedfor comparinga pair of generatre models.In particular the

KL-divergencebetweemmodels and is givenby

— 1)

where is theentrogy of thedistribution  andthe seconderm corresponds$o the averagelog-

likelihoodof datageneratedrom thedistribution  with respecto . Dueto thislinearrelationship
with theaveragedog-likelihood,KL-divergencecanbe consideredsthe mostnaturalcomparisormea-
surefor generatre models |t is alsoawell-behaed,differentiablefunctionof themodelparameterand
hasbettercornvergencepropertiescomparedo the othermeasured-dence we optimizethe quality cost
basedon KL-divergenceandusethe othermeasuresnly for secondaryevaluationof the experimental

results.

2.2 DMC Algorithm

We ®rst posethe DMC problemasanoptimizationproblem presentinapproximatiorusingsampling
techniquesindthen, proposea practicalalgorithmto ef®ciently addresshis approximatgroblem.The
objective of theDMC problemis to obtainaglobalmodel belongingto a particularparametridamily

suchthatthe quality costfunction basedon KL-divergenceas minimized.,i.e.,

(2)



Algorithm 1 DMC Algorithm
Input: Setof models with weights summingto 1, Mixture modelfamily

Output:
Method:

1. Obtainmeanmodel suchthat

2.Generate from meanmodel, usingMCMC sampling.

3. Apply EM algorithmto obtaintheoptimalmodel, , suchthat

where arethelocal clusteringmodels.This problemcanbesimpli®edusingthefollowing result.

Theorem1l Givena setof models with weights summingo 1, thenfor anymodel

whosesupportsetincludesthe supportsetsof

whee issud that

Applying the above theorem,we seethat the cost function in (2) is equalto

The®rsttermis independendf andhencepptimizingthecostfunctionin (2) is equiva-
lentto minimizing KL-divergencewith respecto themeanmodel . In theabsencef constrainton
the optimal solutionis just the meanmodel , asKL-divergenceis alwaysnon-ngative andzeroonly

whenboththe agumentsareequal.

Themeanmodelalsohasthefollowing nice property which follows from Jensers inequality

This resultis true for a classof functionscalled BregmandivergenceqAzoury andWarmuth,2001; Banerjee

etal.,2004)of which KL-divergenceandsquared distanceareparticularcases.
This ensureshatthe KL-divegencemeasures well de ned.



Theorem 2 Givena setof models with weights summingo 1 andthetrue model

whee s sudt that and is anydistancefunction thatis corvexin the

densityfunctionof the secondnodel.

Sincethetruemodel is unknown, it is not possibleto ®nd out which of the models is more
accuratan termsof the ideal quality costfunction . However, from the above theorem,onecan
guaranteehat the meanmodel will always provide an improvementover the averagequality of the
availablemodels.Themeanmodelis thusagoodchoicein termsof both and , butit mightnot
beaveryinterpretablanodelasit could have alarge numberof overlappingcomponentsi-or example,
if thereare5 local models,eachbeinga mixture of 3 Gaussiansthenthe meanmodelwill consistof
15 possiblyoverlappingcomponentsywhich might not be desirablevhenwe needa smallernumberof
disjoint clustersasis usuallythe caseln generaljt is moreappropriatdo requirethe combinedmodel
to belongto a speci®edparametridamily , e.g.,thefamily of all mixturesof 3 GaussiansTherefore,
we ®nd themodelin  thatis closesto the meanmodelin termsof KL-divergence From Theorem?2,

thisis alsothe exactsolutionto the DMC problem(2).

3)

The new optimizationproblem(3) is dif®cult to solve directly usinggradientdescentechniquessince
closedform expression®f theobjective functiondo not exist for mostgeneratre models.Thereforewe
poseanapproximatesersionof theabove problemandsolwveit via Expectation-MaximizatiofDempster

etal., 1977).Let be a datasebbtainedby samplingfrom the meanmodel.Considerthe

Thisresultis truefor any model andis provedin thegeneraform in the Appendix.
Examplesof distancefunctionsthat are corvex in the densityfunction of the secondargumentinclude KL-

divegence, distanceandsquared distance.



problemof ®ndingthemodel thatmaximizeshe averagedog-likelihoodof thedataset , i.e.,

— (4)
where is the averagelog-likelihoodof  with respectto . As the size of the dataset
goesto , theaveragelog-likelihoodcornvemesto the crossentroy betweenthedensities and
ie., Now, the crossentroy between
ary two densitiesis linearly relatedto the KL-divergencebetweenthem,i.e.,

where is the entropy of the meanmodelandis independenbdf . Hence,

maximizing the crossentrofy with respectto the meanmodelis equivalentto minimizing the KL-
divegencewith respecto the meanmodel. The approximateproblem(4), therefore corvergesto the

DMC problem(3) asthesizeof goesto

Viewing (4) asa maximum-likelihoodparameteestimationproblemleadsto Algorithm 1. Themain
ideais to ®rst generatea dataset following the meanmodel , usingMCMC samplingtechniques
(Neal, 1993) suchasthe Gibbs samplingmethodandthen, apply the expectationmaximization(EM)
algorithm(Ghosh,2003)for mixture estimationto this dataseto obtainthe clusteringmodel
that maximizesits likelihood of beingobsenred. The resultingmodel is a local minimizer of the
approximatgproblemandnot necessarilghe sameasthesolution  of theoriginal unsupervise@®MC
problem(2). However, it is guaranteedo asymptoticallycorverge to a locally optimal solutionasthe
sizeof goesto . In practice,one canusemultiple runs of the EM algorithm and pick the best

solutionsothatthe obtainedmodelis closeto the globally optimalmodel.

3. Privacy Costs

In this section,we quantify the privagy costusingideasfrom informationtheoryandalsoshawv that
thereis aninverserelationbetweertheprivacgy of thelocalmodelsandthequality of themeanmodel.We

proposethatthe privacy, of anobject givenamodel bede®nedin termsof the probability



of generatinghe dataobjectfrom the model. The higherthe probability, the lower the privacy. More
speci®cally noting that the reciprocalof the probability is relatedto uncertainty(Cover and Thomas,
1991),we have , Where is the probability densityfunction of the generatie

model sothatprivacy correspond$o the uncertaintyin predictingthe original datafrom the model.

For vectordata, impliesthat canbe predictedwith the sameaccurag asa random
variablewith a uniform distribution on a ball of unit volume.Further , (i.e., )
and (i.e., ) correspondo the situationswherewe have perfectprediction
accurayg andperfectprivacy respectrely. We cannow de®nethe privagy, of adataset with
respecto themodelassomefunctionof the privagy of theindividual dataobjects. Thegeometriomean
hasa niceinterpretatiomasthereciprocalof the averagdik elihoodof thedatasebeinggeneratedby the

model,assuminghattheindividual samplesarei.i.d., i.e.,

A higherlikelihoodof generatinghe datasefrom the modelimplies a lower level of privacy. For ex-
ample,considervectorspacedatabeingmodeledby a mixture of GaussiansA highly detailedmodel
with Gaussiangf vanishingvariance centeredat eachof the dataobjectsgivesaway the entiredataset
andhasno privagy. Thisis to be expectedasthe probability density goesto |, for all dataobjects
makingthe privagcy measurgoto . Ontheotherhand,avery coarsemodel,saywith asingle

Gaussiarof highvariancehasalow lik elihoodof generatinghe dataandhence hasa high privagy.

Intuitively, if the local modelsare more detailed,the combinedmodel canbe improved at the cost
of decreasegrivagy. In particular thereis anasymptotidinearrelationbetweernthe averagelogarithm
of privacy (log-privagy) of the local modelsandthe quality of the optimal meanmodel. Considerthe
local datasets . The dataobjects canbe consideredo bei.i.d.
randomvariablesfollowing the unknovn true model . Hence,the log-privacy valuesof the objects

w.r.t. the correspondindocal model arealsoi.i.d.

10



randomvariableswith mean, , I.e., negative crossentrogy of w.rt. .By
de®nition,the log-privacy of thelocal dataset w.r.t. the correspondindgocal model denotedoy

is just the meanor the empiricalaverageof the log-privacy valuesof the individual objects.Fromthe
weaklaw of large numbersand Chebyshe inequality (Papoulis,1984),the empiricalaverage (i.e.,
log-privacy of  w.r.t. ) corvergesto themean (i.e.,crossentroy of  w.rt. ) in probability
whenthesizeof thelocal dataset tendsto . Applying the sameargumentfor eachdatasourcewe
®nd that the averagelog-privacy of the datasetsv.r.t. the correspondindocal modelscorvemesto the
averagecrossentropy betweerthelocalmodelsand . Further thisaveragecrossentroyy is identicalto
thecrossentrogy betweerthemeanmodeland , whichin turnis linearly relatedto theKL-divergence
betweerthem,i.e., the quality of the meanmodel.Hence,asthe privacy of the local modelsincreases,
the quality of the meanmodel,which is the optimal unconstrainesnodel,alsogoesup. On the other

hand,whenthe privagy of thelocal modelsdecreaseshe meanmodeltendsto be moreaccurate.

4. Experimental Evaluation

In this section,we provide empirical evidencethat for a reasonablglobal samplesize and privacy
level, the global model obtainedthroughthe DMC algorithmis betterthan the bestlocal model for
differenttypesof datanotonly in termsof KL-divergenceput alsofor otherdistancemeasuresiNe also

presentesultsthatshav how the privacy andquality costsvary with thelocal modelresolution.

4.1 DatasetsandLearningAlgorithms

We performedexperimentson four differenttypesof data(shavn in Table 1), which include four
arti®cial datasetendonerealdataset(pendigits) from the UCI repositoryBlake andMerz (1998).
Arti®cial datawas preferredsincethe true generatre modelis known, unlike in the caseof real data,

andonecanperformcontrolledexperimentso betterunderstanalgorithmic properties However, for

11



Tablel

Detailsof generatte modelsanddatasets.

Data Type Model Type #Dim/Seq. | Total Data | #Sites | #Clusters
Length Size

Vector Gaussian 8 5000 5 5
Vector pendigits1-2

SphericalGaussian 16 10992 5 10
DirectionalVector | vonMises-Fisher 100 5000 5 5
Discrete DiscreteHMM
sequence 5 states4 symbols 30 1000 5 5
Continuous Cont.HMM
sequence 5 states4 mixtures 30 600 3 5

thesale of stresgesting,we alsoevaluatecburmethodonrealdataby estimatinghequality with respect
to a centralizedmodellearnedafter pooling all the data.The arti®cial datasetsveregeneratedrom an
appropriatanixture modelby samplingindependentlyisingMCMC techniquesEachof thesedatasets
was then divided equally among®ve local sitesand local clusteringmodelswere trained using the
individualpartitions.In thecaseof pendigits ~ datasetye createdwo differentkindsof partitionings.
In the ®rst partitioning (pendigitsl ), eachsite hasa datasewith equalclassdistribution (10% for
eachclass)whereasn the secondpartitioning (pendigits2 ), eachsite hasa datasetwith unequal
classdistribution (20 % for two classesand 7.5% eachfor the rest). The datasetxanbe downloaded

from http://www.lans.ece.utexas.edu ["sr ujana /gen cl/da ta .

To performclustering we usethe appropriateEM basedmixture estimationalgorithms.In particular
the EM algorithmsemployed for the Gaussiarmodels,von Mises-Fishemodelsand Hidden Markov
modelsarebasedon Dempstertal. (1977),Banerjeectal. (2003)andSmyth(1997)respectiely. The

EM algorithmsat both the local and global level were run multiple times and the bestsolution was

12



chosersoasto reducethe probability of gettingstuckin local minima.

4.2 PerformanceMetrics

For eachsetting,we computedhe privacy costsof thelocal modelsandtheideal quality costsbased
on the variousdistancemeasuresnentionedin section2. For the arti®cial datasetgFiguresl, 4 and
5), the distancemeasuresre with respectto the true generatre modelwhereador the pendigits
datase(Figures2 and3), the distancemeasuresrewith respecto the centralizednodel.We compare
the performanceof our method(global ) with the average(average ), best(minimum) andworst
(maximum) of the variouslocal models,the meanof the local models(mean), and the centralized

model(centralized ).

4.3 ResultsandDiscussion

We ®rst studiedthe performanceof our distributed clusteringalgorithmson the Euclideanvector
datasetdor differentchoicesof global samplesize andlocal modelresolution.Basedon theseexperi-
mentswe chosegoodvaluesfor theglobalsamplesizeandmodelresolutionandappliedour algorithms

to differentdatatypes.

4.3.1 \Variation of Global Model Quality with Samplesize

An importantstepin our model-basedearningapproachs choosingthe global MCMC samplesize.
Theoreticalresultsindicatethat the quality of modeltendsto improve asthe samplesizeincreasego

. In orderto testthis hypothesisye ranour algorithmmultiple timeson the Euclidearvectordatasets
(arti®cial and pendigitsl ) changingonly the global samplesize. Figures1l and 2 shov how the

quality of the differentmodelsvarieswith the samplesize. The quality of the global model steadily

13
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improveswith the numberof global samplesWhenthe samplesizeincreasego that of the combined

sizeof all thedatasourcesthe globalmodelis betterthaneventhe bestof thelocal models.
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4.3.2 Global ModelQuality with varyingLocal ModelBias

Figure 3 shaws the performanceof our methodon the pendigits2  datasetsvhereeachlocal site
hasa differentbias.In this caseall the models(i.e., local models globalmodelandmeanmodel)have
higher quality costscomparedto ®gure 2 whereall the local sites have the sameclassdistribution.
However, the performancegainsof the global and the meanmodel over the individual local models
are signi®cantlyhigherthanin ®gure 2, which suggestghat our techniquewould perform betterwith

increasean thediversityof thelocal datasets.

4.3.3 \ariation of Privacyand Quality costwith ModelResolution

Another signi®cantaspectof our framawork is the trade-of betweenprivagy restrictionsand the
quality of the combinedmodelobtained.This trade-of canbe controlledby picking a suitablemodel
resolution,e.g.,numberof clustersFigure4 shavs the variationof the averagelog-privacy andquality
costwith the numberof clustersin the local modelsfor arti®cial EuclideanvectordatasetsFrom the

plots,we notethatthe averagdog-privacy aswell asthe quality costsdecreasasthe numberof clusters
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Fig. 4. Variationof privacy andglobalmodelquality w.r.t basemodelresolution.

increasesAt athousandtlusters/locatiorfi.e. oneclusterper point) thereis maximumlossof privagy,
but becausef the naturalclustersin the data,comparableclusterquality canbe obtainedmuchbefore

thislimiting value,i.e.,ata muchsmallerprivacy cost.

4.3.4 Quality of Global Modelfor differentdatatypes

We alsoappliedour learningalgorithmsto differentdatatypesto illustratethe generalityof our ap-
proach.For afair comparisonye chosethe global samplesizeto be equalto the combinedsizeof all
the datasourcesandthe modelresolutionof the local modelsto be the sameasthat of the true model.
Figure5 shaws the quality of the differentmodelsfor all four datatypes.In all the casesthe global
modelperformsbetterthanthe bestlocal model.Moreover, the globalmodelqualityis in generakloser

to the quality of the centralizednodelthanthe averagequality of thelocal models.
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5. Concluding Remarks

andtheerrorbarsrepresentthe standardleviation over 10 trials.
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Fig. 5. Global modelquality for differenttypesof data.The rows 1-4 correspondo the resultson the arti cial

vector directional discreteandcontinuoussequencelatarespectiely. Thewhite barrepresentthe averagevalue

We presented privacgy preservingframenork for distributed clusteringthatis applicableto a wide
variety of datatypesand algorithms,so long asthey can provide a generatre model. Our approach
is basedon obtaininga global modelfrom “virtual samples'generatedrom the local modelsusing
MCMC samplingtechniquesWe alsoproposedracticalalgorithmsfor distributedclusteringbasedon
thisapproachSurprisinglygoodresultsareobtainedwith low communicatioroverheadeventhoughthe

sharingrestrictionsarerathersevere.Furtherstudiesof distributeddatamining for awiderrangeof data



analysisgoals/procedureandinformationsharingrestrictionsarewarrantedn orderto unearththefull

potentialof this emeping patternrecognitionarea.
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A Proof of Theorem 1

B Proof of Theorem 2

From Jensers inequality we have for any convex function andrandomvariable

. Assuming to be corvex functionin the®rst argument,i.e., , Where
is a corvex function.Now, considerarandomvariable overtheset following a discrete
distribution , thenusingJensers inequality we obtain
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